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BcTtynneHue

B 3TOM AOKYMEHTe coaepXuTca MHGOPMaLMA MU MHCTPYKLMM MO HACTPOMKe pacnpeaeneHHom
06BbeKTHOM Mogenn KomnoHeHToB (DCOM) npu ncnonbzosaHun KEPServerEX. Tak Kak mogenb
6e3onacHoctn Windows NT / 2000 sasnsetca 6o/1ee coBeplUEHHON, ¥ NapameTpbl OT/IMYAIOTCA OT
Windows 95/98, Mbl pa3buan 3TOT AOKYMEHT Ha Tpu YacTu. Mepsasa yacTb AOKYMeEHTa OnucbiBaeT
HacTpoikn DCOM ans Windows NT/2000, BTopas 4acTb onucbiBaeT HacTpoikn DCOM ans
95/98, 1 TpeTba YacTb onucbiBaeT HacTpoitkn DCOM ana Windows XP/2003.

MNpumeyanue: B Windows NT DCOM morKeT pyHKLMOHNPOBATL NO-Pa3HOMY B 3aBUCMMOCTHU
OT NaKeTa YCTaHOB/IEHHbIX 0OHOB/IEHMI. ITOT JOKYMEHT BblN cO34aH Ha ocHoBe Service Pack
6, noaTomy nogpasymesaetcs, 4to Service Pack 6 yctaHoBneH nepes BbINOJHEHMEM
CneayoLWmX npoueayp.

MpumeyaHue: MNpu TectnposaHmn DCOM mbl CTaNKMBANUCH CO CAYYAAMM, KOTAa USMEHEHUA
KoHourypauum DCOM He BCTynanu B cuy, NOKa KomnbtoTep 6bin1 nepesarpy»eH. Eciv bl
npaBuabHO HacTpouan DCOM, HO He MOKEeT YCTaHOBUTb YAaneHHoe CoeANHeHMe,
nepesanycTuTe cepBep U KANEHTCKME KOMMNbIOTEPbI ANA MPUMEHEHUA N3MEHEHWI.

BHuMmaHue: CneaytoLime MHCTPYKLMKU NO KoHPUrypaunn DCOM paspelsaloT goctyn gna Bcex
nonb3oBartenei aaa scex komnoHeHTos DCOM. Ecamn 6e3onacHocTb ABAseTCA
OAHUM U3 GaKTOPOB Npu paboTe C NPUNOKEHUAMM, Bbl AONKHbI YCTAHOBUTb
HacTpoWKkn 6e3onacHoct DCOM cooTBeTcTBYIOWMM 06pasom. Mbl peKoMmeHayem
NPOBEPUTb CBA3b C OTKPbITbIM AOCTYNOM A0 CHUXEHWUA NpaB AOCTyna ANA
onpeaeieHHbIX N01b30BaTEeN HA YPOBHE MPUIOMKEHMS.




Hacrpoiika DCOM gna pomeHos Win NT / 2000

KoHdurypauma DCOM ana mecTHbIX M yAaneHHbIX nogkatoueHmin K KEPServerEX moryT
pa3nunuatbca. HekoTopble KIMEHTCKME MNPUNOXKEHNA MOTYT HEe MOALEPKUBATL NMPOCMOTP
YAaNeHHOro KOMNboTepa Ha Ha/inune yCTaHOB/IEHHbIX cepBepoB. [1NA 3TUX KNMEHTOB BaM,
BO3MOXHO, NpuaeTtca A06aBUTb 3anncK peectpa cepBepa Ha KIMEHTCKOM KOMMbloTepe, YTobbl
Nnoay4uTb NpaBunbHbIN CLSID ans cepsepa. MpeanoyuTUTeNbHbIA PEKUM YCTAaHOBKM — BbIBpaTh
nyHKT “OPC Quick Client”. Ecnv 3To HEBO3MOXKHO, Ucnonb3yite ¢pann OPC_Remote.Reg, KoTopbit
nocTaBAseTCA C NPOrpammMoit yCTaHOBKM cepsepa (cm. MNpunoxkeHue A). Ecam Bbl ncnosib3yete
OPYryto onepaLMoHHY CUCTEMY, MOCMOTPUTE 3TOT pasaen A/1A NONAYYEHUA UHCTPYKLNNA.

MepBasn YacTb 3TOro AOKYMEHTA ONuULIET WwarK, HeobxoaMmble ANA NOArOTOBKU K KOHbUIypaumm
DCOM Ha yaaneHHOM KomnbloTepe.

Ucnonv3zoeaHue npoz2pammel ycmaHOBKU 044 peaucmpayuu
cepeepa

Mcnonb3yiTe nporpammy ycTaHOBKM cepBepa, YTobbl caenaTh COOTBETCTBYHOLLME 3aMUCK B
peectpe, 1 obecneynTb NPUCYTCTBME BCEX HEOBX0aMMbIX palinos, HeobXoaAMMbIX ANA
YA3ANEeHHOTro NOAK/YEHUA.

1. 3anyctuTe Ha yganeHHOM KomnbtoTepe nporpammy yctaHoBku KEPServerEX.

Kepware Setup Utility x|
Select Components “
Choosze the components S etup will install I e
Select the components you want toinztall, and clear the components pou do not want b
inztall.
— D 1 t —_—

& Drivers It ig recommended that you

__. E vample Source Code expand the component tree
. . and only select components
g OFC F‘!u":_k Client you wish to install [F you
|- Specifications select a main compotent, Al of
g OPC Data Access Automation Specification th‘ﬁ ;ub-clompulajnents berjee:lth it
; will be zelected automatically.
Select All [Full Installation) E ach companent has o bief
dezcription, which will be
dizplayed here.

Space Required on C: 0K
Space Available on C: 13972320 K
IngtallShield

< Back | Mest » I Cahcel

1. HacTpaHuue BbiIbOpa KOMMNOHEHTOB OTKAOUKNTE Bce Kpome OPC Quick Client n HaxxmuTe
Janee pna nponomKeHUA YCTaHOBKM.



Kepware Setup Utility

Select Components

Chooze the components Setup will install,

Select the components you want to install, and clear the components you do not want to

ingtall.
=[] KEPServerEx ~ Description
: B[] Drivers OPC Quick Client
-- Example Source Code

o et it it Thiz OPC Quick Client has
v """”" Llient been developed to assist in
B[] Specifications the test and development of
“[]OPC Data Access Automation Specification our OPC Data Access 1.0 and
-] Select A1l [Full Installation) 2.0 Servers. We recommend
thiat pou install it az it may aid
with technical suppart if the

need anizes.
Space Reguired on 0k
Space Available on L 13950624 k.
|mztallShield

¢ Back | Meut » I Cancel

Hacmpoiika DCOM

1. B meHto Myck Haxkmute BoinoaHuts, BBeaute DCOMCNFG.EXE 1 3anyctute
DCOMCNFG.EXE.
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2. MosasuTcA oKHO KoHbUrypaumm DCOM c ueTblipbMa 3aknagkamu. OCHOBHaA 3aKnafKa 310
MpunoxeHna. OHa BKAOYAET BCe NPUNONKEHUA, KOTOPbIE MOTyT Mcnoab3osaTe DCOM.
OcTaBLluMeca TpM BKAAAKKU coepKaT napaMeTpbl KOHGUTypaLUmM N0 YMONYaAHUIO AN
nepeyYmcaeHHbIX NPUAOXKEHUM. ITO r1obanbHbIe HACTPOMKN AR BCEX MPUOKEHUN.
Heobxoanmo HacTpouTb 4OCTYN CeTeBbIX NoJib30BaTenei Ko Bcem npunoskeHmam DCOM.
Mocne npoBepku paboTocnocobHOCTU COEANHEHUS, MOXKHO BbIGPATh OTAE/IbHbIE

MPUNOMEHNA U3 CMIUCKA U HACTPOUTb A1 HUX NapameTpbl 6e30nacHOCTM Ans 6onblero
KOHTPOAA.



Distributed COM Configuration Properties

tedia Player
Microzoft Clip Galleny
Microsaft Excel 97 Application
bicrozaft kMap

b icrozoft Word B asic

MpumeuaHue: He 3abbiBaiiTe HaxKMMaTb KHOMKY «MTPUMEHUTL» ANA BCTYNNEHWA B CUAY

BHECEHHbIX U3MEHEHUA.

2. Ha BKknagKe CBOWCTB NO yMOYaHWIO HeEObXxoaMMO BKAOUMTL “Enable Distributed COM
on this computer”. Takxe ybeantecb yto napametp “Default Authentication level:”
yctaHosneH B “Connect,” n “Default Impersonation Level:” yctaHosneH B “Identify”.

Hasxkmute «MpUMeHNUTb» 1A COXPaHEHWUA USMEHEHUA.

Distributed COM Configuration Properties

Corvect =

ldertty [

3. BblbepuTe BKNaZKy besonacHocTv no ymoayaHuto u Haxkmute KHonKy Edit Default 8
pa3gene “Default Access Permissions.”



Distributed COM Confiquration Properties

4. JobaBbTe JOMEHHYIO rpynny «Bce» ¢ npaBamu «PaspewnTb AOCTYN» U HaxkmuTe OK.
Ecnu Bbl NaHMpyeTe 3amnycKaTb cepBep Kak cnyKby, Bbl TaKKe AONKHbI [06aBUTb
nonb3oBaTensa «Cucrema» ¢ npaBamu «Paspewntb 4OCTyn».

Regqgistry Value Permissions

Evemone

owbccess 5]

5. Tenepb HaxkmuTte kKHonky Edit Default 8 pasgene “Default Launch Permissions.”



Distributed COM Confiquration Properties

6. [obaBbTe AOMEHHYIO rpynny “Bece” c npaBamu “Paspewmnts 3anyck” U HaxkmuTe OK.

Registry Value Permissions

rl'_':i ETHAM_MT2\&dministrators Allow Launch

Evermone Allows Launch
INTERACTIME &llows Launch
&llow Launch

flowLach &

7. Bbibepute BKNaaKy NPUIOKEHUIN U ABAXKAbLI KAIMKHUTE Ha “KEPware Enhanced OPC/DDE
Server”. OTKpoeTca oKHo cneunduyHbix DCOM HacTpoek cepsepa KEPServerEX.



Distributed COM Configuration Properties

hedia Player
icrozaft Clip Gallery
Microzoft Excel 37 Application
Microzaft Map

icrozaft \Word B asic

8. [lMepeianTe Ha BKNAAKY «Location».

KEPware Enhanced OPC{DDE Server Properties K E

9. O6bIYHO yAaNeHHble NOAKIOYEHMA AOCTYMHbI MO MMEHWM KOMMNbIOTEPA B ANA/IOFOBOM
OKHEe MOAKAOYEHUS K cepBepy. [N NPUNOXKEHUI, KOTOPbIE HE NO3BOJIAIT TaKoe
coeavHeHue, BbibepuTe "Run application on the following computer". 3atem BbiGepute
yOaNeHHbIM KOMMNbOTEP HAa KOTOPOM YCTaHOB/IEHO npuaoxkeHne KEPServerEX n
Hakmute MNpumeHuTb. B gaHHOM npumepe KomnbioTep HocuT uma REMOTE_NT. AnA
NIOKaNbHbIX coeanHeHn octaBbTe “Run application on the computer where the data is
located” oTmeyeHHbIM.

BHUMaHWe: B 3TOM OKHe JoMyCcKaeTcs OTMETUTb bosiee o4HOro YekboKca. ITo MPUBEAET K
owmnbKe. YbeauTechb YTO Bbl OTMETWU/IM TOJIbKO OANH YEKBOKC.




KEPware Enhanced OPC/DDE Server Properties [HE

REMOTE_MNT

10. BbibepuTte BKAagKy 6€30MacHOCTM 1 ybeauTech B TOM YTO HACTPOMKM BbICTaB/EHbI N0
ymonuanuio (default). MpumeHuTe nsmeHeHus.

KEPware Enhanced OPC{DDE Server Properties [EE




11. Ha Bknagke nageHtuédumkaumm ybeamrtech 4to BblbpaH “Interactive user”. Haxkmure
MpumeHunTb.

KEPware Enhanced OPC{DDE Server Properties [EE3

Tenepb Bbl 4OMKHbI UMETb BO3MOXHOCTb NOAK/IOYEHMSA K CEPBEPY C YAANEHHOTO KOMMbloTepa.
Ecau Bbl ycTaHoBuam OPC Quick Client, nonpobyiitTe nponssectn NoaxA04eHue.






Hacrpoitka DCOM gna pomeHoB Win XP / Windows
2003 Server

KoHourypaums DCOM ana mecTHbIX M yaaneHHbIX noakatodeHnn K KEPServerEX moryT
pa3nuuatbcA. HeKoTopble KIMEHTCKME NPUNOXKEHNA MOTYT HEe NOAAEPKUBATL MPOCMOTP
YyAaNeHHOro KoMNboTepa Ha Ha/inune yCTaHOB/IEHHbIX cepBepoB. [1NA 3TUX KNMEHTOB BaM,
BO3MOXHO, NpuaeTca A06aBUTb 3anncK peecTpa cepBepa Ha KIMEHTCKOM KOMMbIOTEPE, YTOObI
nosy4nTb NpasuabHbIn CLSID gns cepsepa. MpeanoyuTuTeNbHbIA PEXKUM YCTAHOBKM — BbIOPATh
nyHKT “OPC Quick Client”. Ecniv 3To HEBO3MOXKHO, Ucnonb3yite ¢pann OPC_Remote.Reg, KoTopbin
MocTaBAsAETCA C NPOrpamMmMoNt yCTaHOBKM cepsepa (cm. MNpunoxkeHue A). Ecam Bbl Mcnosb3yete
LpYryto onepaunoHHy CUCTEMY, MOCMOTPUTE STOT pasaen ANA NONYYEHUA UHCTPYKLNIA.

MepBasn YacTb 3TOro AOKYMEHTA ONULIET WwarK, HeobxoaMmble ANA NOArOTOBKU K KOHbUIypaumm
DCOM Ha yaaneHHOM KomnbloTepe.

Ucnonv3osaHue npozpammesl yCmaHOBKU ona peaucmpayuu
cepeepa

Mcnonb3yiTe Nnporpammy yCTaHOBKM cepBepa, YTobbl cieNaTb COOTBETCTBYOLLME 3aNNCK B
peecTpe, 1 obecneynTb NPUCYTCTBME BCEX HEOOX0aMMBbIX palinos, HeEOOXoAMMbIX ANA

YA3ANEeHHOTro NOAK/IYEHUA.
1. 3anyctuTe Ha yganeHHOM KomnbtoTepe nporpammy yctaHoBku KEPServerEX.

X

Kepware Setup Utility

Select Components W

Choosze the components S etup will install I i
Select the components you want toinztall, and clear the components pou do not want b
inztall.

— D 1 t —_—

g Drivers It iz recommended that you
- g Evample Source Cade expand the component tree

. . and only select components
orC !'-‘!u":_k Client wou wizh to install. [F pou
Specifications zelect a main component, all of
g OPC Data Access Automation Specification the sub-components beneath it
will be zelected automatically.
Each component haz a brief
dezcription, which will be
dizplayed here.

----- Select All [Full Installation)

Space Required on C: 0K
Space Available on C: 13972320 K
IngtallShield

< Back | Mest » I Cahcel

2. Ha cTtpaHuue BbIbOpa KOMNOHEHTOB OTKAtoUMTe Bce Kpome OPC Quick Client n Haxkmute
[anee ans npoAonKeHUA YCTaHOBKMU.



Kepware Setup Utility

Select Components

Chooze the components Setup will install,

Select the components you want to install, and clear the companents you do not want to

ingtall.

=[] KEPServerEx ~ Description
: -] Drivers DOPC Quick Client
: -- Ew=ample Source Code
e (IPC Quick Client

This OPC Quick Client has
i bl been developed to assist in
B[] Specifications the test and development of
“[]OPC Data Access Automation Specification our OPC Data Access 1.0 and
-] Select A1l [Full Installation) 2.0 Servers. We recommend
that pou install it az it may aid
with technical suppart if the

need anizes.
Space Reguired on 0k
Space Available on L 13950624 k.
|mztallShield

< Back | Meut » I Cancel

Hacmpolika DCOM

3. B meHio Nyck Haxkmute BoinonHutb, BBegute DCOMCNFG 1 3anyctuTte.

omponent Services : 1O x|
@ File  Action  Wiew window  Help |_|E|l|
e~ mB|S
f )t

Consale Root

Component Services

Marme I
Event Viewer (Lacal) @Component Services
Servi Local
ervices (Local) E\rent Wienwer (Local)

% Services (Local)




Haxmute natocbl Hanpotns Component Services, Computers, 1 My Computer gns

4.
PaCKpbITNA nepapxmyeCcKkoro MeHH.
omponent Services i |EI|5|
(B Fle  Action  View Window Help | 18] x|

& = (@M E @] ][

Cormponent Services
E@ Companent

E-[_1] Computers D

E@ My Computer

v i k
- CoM+ applications AMAULErs
(3 pCom Config

[Z7 Distributed Transaction C

[:l Running Processes

: Event Viewer (Local)
[ Services (Local)

1 ohjeck(s)

(1 Consale Raat

] H

Ha)KmuTe NpaBsyto KHOMKY MbllWwmn Ha My Computer 1 Bbibepute CBoiicTBa. Bbl yBuaute

5.
cneayrouLee OKHo:

My Computer Properties ﬂﬂ
I Default COM Securty

[Defzult Protocols I MSDTC
General Dptions I [ efault Froperties

A GOOCH_=F

Diescription;

Ok I Cancel Bpnl




6. Ha Bknaake CBOWCTB NO YMO4aHMIO HeobxoaMmo BKAOUMTL “Enable Distributed COM
on this computer”. Takxe ybeantecb yto napameTp “Default Authentication level:”
yctaHoBsieH B “Connect,” n “Default Impersonation Level:” yctaHoBneH B “Identify”.
HasxkmuTe «[pUMeHNUTb» A1A COXPaHEHWUA USMEHEHUA.

My Computer Properties i llil

Defsul Protocols | MSDTC | Default COM Secuity |
General I Optiohs Default Properties

[¥ Enable Distibuted COM on this computer

[ Enable COM Internet Services on this computer

— Default Dizgtibuted COM Communication Properties

The Authentication Level specifies securiby at the packet level

Default Authentication Level:

Connect j

The impersonation level specifies whether applications can determine
wha iz calling them, and whether the application can do operationz
uzing the client's identity.

Default Imperzonation Lewvel:

Identify |

Security for reference tracking can be provided if authentication is used
and that the default impersonation level is not anonymous.

[” Pravide additional security far reference tracking

K I Cancel Lpply

7. [Oanee BbibepuTe BKAAAKY Default Protocols. Bbl MOXKeTe BUAETb CMMCOK MPOTOKON0B
nepegayun faHHbIX, KOTOPble aKTUBHbI HAa ZaHHOM KoMnbloTepe. Bbl MoxkeTe A06aBuTb
[ONONHUTENbHBIE MPOTOKOJIbI MO XKeNaHUIO.



My Computer Properties ﬂﬂ

General | O ptiohz I D efault Froperties
Drefault Protocols | MSDTC |  Default COM Securty

DCOM Protocols

Conne ariented TLC
Connection-onented SFx

e

Add Remove [Move lp | Move Down|  Properties...

Dezcription

The zet of network protocols available to DCOM on this machine. The
ordering of the protocolz reflects the priority in which thep will be uzed,
with the top protocaol hawving first priority.

K I Cancel Lol

8. Bbibepute Bknaakry Default COM Security M HarkmuTe Edit Default B pasaene “Access
Permissions.”



My Computer Properties llil

General I O ptiohiz I D efault Froperties |
Default Protocol: | MSDTC Default COM Security

—Access Permizsions

YY'ou may edit who iz allowed to access applications that do not
provide their own settings.

— Launch Permizsionz

Y'ou may edit who iz allowed to launch applications that do not

provide their own settings.
Edit Default... |

K Cancel | Lpply |

9. Bbl yBMAMTE CNUCOK rPynn 1 nonb3osatenei. KHonka Add ciyskut gns pobasnerus.
Access Permission d |

[refault Security I

GTCILID ar user names:

€ SvSTEM
Add... | Remove |
Permizszions far Evenyone Allow Deny
Access Permizgion O

Ok I Cahcel

10. Mocne OTKPbITMA OKHa [06aBAEHMA HAXKMUTE KHOMKY Advanced.



Select Users or Groups . 2x]

Select thiz object type:

ILIsers, Groups, or Buil-in security principals Object Types... |

From thiz location:

IKEF‘DDMI—'«IN Locations... |

Enter the object names to zelect [examplez):

| Check Wames |

Advahced... | ] 4 | Cancel |
P

11. BeeauTe yca0BMA NOUCKa U HaxkmuTe Find Now 418 BblBOAA CNMCKA 06BEKTOB,
YA0BNETBOPAIOLLUX YCOBUAM.

Select thiz ohject type:

i Dbject Types... |
Fram this location:
KEPDOMAIN Locations... |

Common Queriss I

[ ame:; IEtarts with ll | Eolumnz... |
Beseiptian |5tart3 with j I Fird Mo |
[T Dicatled sceomts | Stop |

[T Homespiing pazswond

[ ape since Jaet Baon I i |

m L Liilt

E] I Cancel

Marnie [RON] | IriFolder

12. BblbepuTe Tpebyemble rpynnbl UM Noab3oBaTtenei n Haxkmute OK gns gobasneHus.



Select Users or Groups

Select this object tvpe:

IUSEIS, Groups, or Built-in 2ecunty principals

Fran this location:

IKEF‘DIZIM.-’-'«IN

Common Quernes I

Wamie: JStats with = |

Deseription: IStart& withj I

[T Dizabled accounts
I™ | Hon ergiing passwond

Dayz since last lagon; I "l

2%

Object Types...

Locations. ..

Ealumms...
Find Moy

Stop

& | il LL

]9

| Cancel

Mame [RDM I Folder

L8 Administrator KEPDOMAIN
€7 ANONYMOL...

€ arthany KEPDOMAIN
ﬁ.&uthenticated...

€ EATCH

€3 Chiis KEPDOMAIN
€ corky KEPDOMAIN
€7 DIsLUP

ﬂi Dornain &dmins - KEPDOMAIN
€7 Domain Guests  KEPDOMAIN
€7 Domain Users  KEPDOMAIN
-, Lk

13. Y6eguTecb 4TO B CNUCKE NPUCYTCTBYHOT Everyone, System u Network.



Access Permission ﬂﬂ

Default Secunty I

Group or LIZEr hames:

Admirigtrator (KEPDORMAIN A dminisk

!ﬁ Ewerone

ﬂ Michael Ragucci [KEPDOMAIMWGooch)

€3 NETWORK
€5 SYSTEM
Add. . | Remove |
Fermizzions for Adminiztrator Allow Deny
Aooess Pemission O

K I Cancel

14. Haxkmute OK nNo 3aBepLUeHMIO M NOBTOPUTE TOT e npouecc B pasgene Launch
Permissions.
15. [anee BbibepuTe 1 pa3BepHUTe Nanky DCOM Config B epeBe 06bEKTOB.

Component Services ; & |EI|£|
@3 Fle Action View Window Help | o =l |
¢~ |BamE| x2RE] 20|k E
=4 || DCOM Config 141 object(s)

-#53 AccShore Class W

% Adobe Acrobat De @ @ @ @ @ =

Adkomatic Update
by dl:' i AccStore Class Adobe Automatic Background Blocked
; Background Intelli acroba... Updates Inteligen. .. Dirivers
% Blocked Drivers L

W COM+ Event Syst

® ComEwents,Com3
% ComEvents.ComS COM4 Event  ComEvents.... ComEvents,... Command line  Controlview
% Command line Tric Syskem Trigger Co... Classic Import
% Controlview Class
% CustReq Class @ @ @ @ @
® Defrag FAT engir

S Defrag NTFS engi CustReg Class  Defrag FAT  Defrag NTFS  DSLIceCprawy DSIWEASER...

Y DSTLIceCprSy engine engine
% DSLYBASERNER
peenoeacns | P P @ P D
# Event Object Cha
B He Event Object  Ewvent Object HTML Icedbizz
Change Change 2 Application Document

-8 HTML Application
% Icedbidz Documer
% Internet Exploret(
.58, D ara Erbanec
ﬂ—l v Internet KEPware KEPware l»gagent Lc-gu:al D|sk j
| =g N NV T L= LimdebAembme B

16. MpoKpyTUTe cnMcoK Ao obbeKkTa “Kepware Enhanced OPC/DDE Server”.



17. Ha)kmuTe npaByto KHOMKY MbllK U BbibepuTe «CBOMCTBa».

omponent Services i = |EI|£|
@B Fle Action View Window Help |_|ﬁ'|1|
e~ | m@E xE @20 E

@ Controliiew Classic Import ;I KEPware Enhanced OPCJDDE Server 0 object(s)
B CustReq Class
# Defrag FAT engine
® Defrag NTFS engine
W DS IceCpray
® DSLVBASERYER
% Event Object Change
® Event Object Change 2
B HC
® HTML Application
@ Tredbizz Document
Internet Explorer{Wer 1.0)
‘& Enhanced
KEPware LinkMaster
logagent
Logical Disk Manager Administrative Service
@ Logical Disk Manager Remote Client
& LuComServer
@ Media Plaver
® MediaCatalogDE OLE DE Provider
% Messenger Private Object

W Microsoft Agent Server 2.0
B ey cafE Clin Cwosnisar i
| | »

General I Lu:u:atiu:unl Securit_l,ll Endpu:uintal Identit_l,ll

— General properties of thiz DCOM application

Application Mame: F.EPware Enhanced OPC/DDE Server
dpplication |0 {EEE170FD-FF20-110 2-8087-001 D544 8F 340}
Application Type: Local Server

Authentication Level:

Local Path: C:%Program Files\KEPServerE x\Servertd ain exe

K I Cancel Lpply

19. BbibepuTe BKNaaKy ldentity. YctaHoBUTe 3HaYeHuWe B “The interactive user.”



KEPware Enhanced OPC/DDE Server Properties 2|

Generall Lu:u:atiu:unl Securit_l,ll Endpoints  Identity

YWhich user account do pou want to uge ko mn this application?

™ The launching user.

£ This uzer.
zer I Browsze... |

Fagzward; I

Confirm password: I

£ The spstem account [services only).

(] I Cancel Lpply

20. Bbibepute BKnaaky Location. 1na nokanbHoro coeanHeHnn “Run application on this
computer.” ToT ke BbI6Op UCMONb3YITE NPU NOAKAOYEHUU K HECKONbKUM YAaNEeHHbIM
WM HECKOIbKUM YAaNEHHbBIM 1 I0KaNbHbIM, cepBepam. EC/iM Bbl XOTUTE OrpaHNUYNTL
coeAnHEHME TONIbKO O4HUM yaaneHHbIM cepBepom, BblbepuTe “Run this application on
the following computer,” 1 BBeauTe MMA yaaneHHOro cepsepa.

BHMMaHMe: B 3TOM OKHe AonycKaeTcs oTMETUTb bosiee o4HOro YekboKca. ITo NpUBEAET K
ownbKe. YbeanTecb YTO Bbl OTMETU/IM TOIbKO OAUH YEKBOKC.




KEPware Enhanced OPC/DDE Server Properties 2|

Geperal  Location I Securit_l,ll Endpu:uintsl Identit_l,ll

The following zettings allow DCOM to locate the corect computer for thiz
application. If you make more than one zelection, then DCOM uses the first
applicable one. Client applications may overide your zelections.

[” Run application on the computer where the data is located.

¥ Fun application on this computer.

[ Run application on the following computer:

I Browze. . |

(] I Cancel Lpply

21. Bbibepute BKnaaky besonacHoctu. Pasgensbl Launch Permissions u Access Permissions
[O/MKHbI BbITb YycTaHOBAEHbI B “Use Default” n pasaen Configuration Permissions goKeH
6bITb ycTaHOBNEH B “Customize.”

KEPware Enhanced OPC/DDE Server Properkties - llil

Generall Location  Securty I Endpu:uintsl Identit_l,ll

— Launch Pemizzions

&+ Usze Default

 Customize Edit... |

—Acocess Pemmissions

&+ Usze Default

" Customize Edt... |

— Configuration Permizsions

" Use Default

¢ Customize Edit. . |

(] I Cancel | Lpply |




22. BbibepuTte BKNaaKy «Endpoints». Tam A0/1XHO 6bITb BbibpaHo “default system protocols.”

KEPware Enhanced OPC/DDE Server Properkie

2

General | Location | Securty EﬂdDDiﬂtSIIdentityl

DCOM Protocol: and endpaints:

Add

Femove Froperties [Clear

Description

The zet of protocals and endpoints available for uze by clients of thiz
DCOM zerver. The spztem defaultz entry indicates that the default
zet of DCOM pratocol: and endpaints for the machine will be used.

K I Cancel

Apply

23. Haxxmute OK pgna coxpaHeHuma napametpos DCOM.

Tenepb Bbl fOMKHbI UMETb BO3MOXKHOCTb NOAK/IOUEHMUSA K CEPBEPY C YAANEHHOTO KOMMblOTEPA.
Ecau Bbl yctaHosuam OPC Quick Client, nonpobyiite nponssectn noaxkao4eHue.






KoHndurypuposaHme DCOM ana Windows XP SP2 /
Windows 2003 Server SP1

BeedeHue

Windows SP2 1 Windows 2003 Server SP1 npezsaratoT No/b30BaTE/NIO YYYLEHHYIO 3aLWMUTY CUCTEMbI OT
BPEeAOHOCHbIX aTaK. 9TO CTa/0 AOCTYMHbIM NyTeM yay4dleHua cetesoit 3awmtol Windows XP 1 2003
Server, COBEPLUEHCTBOBAHMA 3aLMTbl NaMaATH, bonee 6e3onacHoit 06paboTKM 3NEKTPOHHOM NOYTLI, @
TaK»Ke yKkpenseHue 6esonacHoctu Internet Explorer.

BonbwmHcTeo OPC KaneHTOB U cepepoB ncnonb3ytoT DCOM ansa obuieHma no cetn. Koraa XP SP2 1 2003
Server SP1 ycTaHoBAEeHbI B KOHPUIypaumm no ymonyaHuto, OPC ceasb yepe3s DCOM He 6yaeT paboTtaThb.
ITa cTaTbsA ONMCbIBAET HACTPOIKM, HeobXoAMMble ANs BOCCTaHOBAeHUs cBaA3u OPC npu Mcnosb3oBaHUM
XP SP2 1 2003 Server SP1.

[Ba ynydweHuna 6esonacHocTH, umetowmecs 8 SP2/SP1, sausaot Ha OPC DCOM. Bo-nepBbix, 3T0
HacTpolku gonycka DCOM. Bo-BTopbix, bpaHamayap Windows 6bin yiyyleH 1 BKAKOYEH NO YMOTYAHUIO.

Tak Kak OPC ucnosb3yeTt metog obpaTHoro BbizoBa, To OPC KaneHT npespalaetca 8 DCOM cepsep, a
OPC cepsep 8 DCOM KAneHT. B cBA3M C 3TMM HACTPOUTb HEOHXOAMMO BCe y3/1bl, KOTOpble cogepkat OPC
cepBepbl U KJIUEHTHI.

MpumeyaHune: OPC KAnMeHTbl 1 cepBepbl HaXoAAWMECs Ha O4HOM MallunHe, ucnonbsytoT COM, a He DCOM,
MO3TOMY OHM ByAyT NPOAO/IKATh HOPMaIbHO GYHKLMOHMPOBATL Noc/e ycTaHoBKKM XP SP2 / 2003 Server
SP1, He cneaya MHCTPYKLMAM, COAEPKALLMMCA B STOM JOKYMEHTE.

BpaHomaysp Windows

Bpanamaysp Windows paspeluaeT 0KanbHbIN TpadUK Yepes ceTeBol UHTepdEenc, HO MO YMOAYAHUIO
OCTaHaB/IMBaeT Ntobble BxoadAlme "HexenaTenbHble" coeanHeHma. OgHako bpaHgmayap nogaepkusaeT
"McKknoyeHna", T.e. aAMUHUCTPATOP MOXKET YKa3aTb NPUIOXKEHUA U NMOPTbI, KOTOPbIE ABAAIOTCA
AONYCTUMbBIMM M MOTYT PEarMpoBaTh Ha HeKeaTesbHble 3anpochl.

MckntoueHuns bpaHamayapa MoryT 6bITb YKa3aHbl Ha BYX OCHOBHbIX YPOBHSAX, HA YPOBHE MPUIONKEHUN
WK Ha YPOBHE NOPTOB M NPOTOKO/IOB. B ypoBHE NPUNOXKEHWN, Bbl yKa3blBaeTe, KaKMe NPUIOKEHUA MOTyT
pearnmpoBaTb Ha HeXKenaTebHble 3anpochbl. B ypoBHE NOPTOB 1 NPOTOKONOB Bbl YKa3blBaeTe pa3peLleHne
WUAK 3anpeT TpaduKa Ha onpegeneHHbin nopT TCP nan UDP. Ana Toro utobbl KEPServerEX pabotath Yepes
DCOM, nsmeHeHMA A0MKHbI ObITb CAeNaHbl HA 060MX YPOBHAX.

Hacmpoliika 6paHomayspa

1. Mo ymonyaHuto bpaHamaysp Windows BK/oYeH. ITa HAacTpoiiKa pekomeHAoBaHa Microsoft n
AaeT KOMMboTepy MaKCMMabHyo 3aWwuTy. A npoBepKku paboTocnocobHOCTU coeguHeHNn 1
NPaBUAbHOCTM HAaCTPOEK Bbl BO3MOMXHO 3aXOTUTE BPEMEHHO OTK/IOUMTL BpaHaMay3p.



= windows Firewall . ﬂ

General  Ewceptions I & dwanced I

YWindowsz Firewall iz blocking incoming network conniections, except for the
programs and services selected below, Adding gﬁceptinns allows zome programs
b wiork. bietter bt might increass your 2ecurity nzk.

Programsz and Semices;

Mamme

ActiveSpne Connection Manaager
File and Printer Sharing

[ 5N Meszenger 5.2

Remaote Assiztance

] Remate Desktop

SEIYEIMAIN, BXe
[ UPnF Framework:
Yahoo! Meszenger

&dd Progran... Add Fort Edit... Delete

Iv - Diizplay & natification when windows Firewall blocks a program

WWhat are the rizkz of allowing edceptionz?

| ] I Cancel

[ns 3anycka naHenu ynpasneHus 6paHaMay3pom LLLeSIKHUTE KOHKY BpaHamayapa B NaHenn
ynpasneHusa. OTKpbIB, BbIGEpUTE BKAAAKY UCKAOUeHUI n go6asbTe Bce OPC cepBepbl U KANEHTI
B CMIUCOK MCKAOYEHUI. TaKKe fobaBbTe B 3TOT CNUCOK palinbl mmec.exe (B nanke
Windows\System32) opcenum.exe (8 nanke Windows\System32). 3tu asa ¢aiina 6yayt
HEeAO0CTYMNHbI B CMIUCKE OBLLMX MPUNOKEHUI, U X HEOBXOAMMO A06ABAATL MCNONb3YS KHOMKY
0630p. Tak:Ke Hafo ybeanTbCs, YTO BKIOUEHa cnyKba aoctyna K ¢aitnam u npuHTEepam.




Add a Program E =

To allow cormmurications with 3 program by adding it o the Enceptions list,
zelect the program, or click Browse to zearch for one that iz not lizted,

Prograrms:

 MetEdit 3 -l

EE Mebwork Spy

B NP Client

e OPC Quick Client

e OPC Quick Client

e OPC Quick Client

E.. OPC Tast Client =

Zl OpenB 51 Config

éﬁ Order \wizard

=

E Dutloak, Espress LI

Path: |E: Wl INDOWSAEY S TEMIZ opoenum. exe Browse. . |

Eﬁange FCOPE... | k. I Cancel |

[obasbTe TCP nopt 135, HeobxoanMbI AN UHMLMaUUK coeanHeHmna DCOM 1 BxoaALLMX 3X0
3anpocos. [na atoro Haxkmute Add Port Ha BKnaaKe UCKNOUYEHUN.

3anonHuTe Noaa caeayowmm obpasom:
HavmeHoBaHne: DCOM

Mopr: 135

Bbibepute TCP

Add a Port

|lze these zettings to open & port through Windows Firewall. To find the paort
nurnber and pratocal, consult the documentation far the program or service you
want to uze.

Marme:; DEDM

Port number; 135

(& TCP (IUDP

Wwhat are the rizks of opening a port?

-




YcoseepweHcmeosaHua DCOM

B Service Pack 2 gna Windows XP n Service Pack 1 gns Windows Server 2003 6b1/11 caenaHbl HEKOTopble
YyCOBEpLUEHCTBOBAHMA cucTembl besonacHocTn ana DCOM. B 4acTHOCTH, ABa U3 HUX AOKHbI ObITb
NPWHATLI BO BHUMaHMe npu ucnonb3osaHun OPC B ceTn: Bo-nepsbix, ananorn «Launch and Access
permissions» 661711 U3MEHEHbl YTO6bI MO3BOAUTbL MOIL30BATENIO HACTPOUTb "Npeaenbl” ANA NPUNOKEHWN
ucnonb3ytowmx DCOM. Bo-BTOpbIX, 417 KaXA0ro nonb3osaTena B «Launch and Access permissions»,
npaea 4ocTyna /19 IOKabHOrO U YAaIeHHOro A0CTYNa MOFyT 6biTb 3aZaHbl ABHO.

Mo ymonuaHuio B «npeaenax», yctaHoBaeHHbIX B Service Pack 2 / Service Pack 1 3anpeuieHo
ncnonb3osaHue OPC no ceTu.

Kpome HOBbIX pa3peLleHmnit Npesenos, HyXXHO ONPeaeanTb NoJb30BaTeNeN AW TPYNMbl KOTOPbIE UMEKT
npaBo paboTaTb IOKANbHO AW yAAaNeHHO (Mav v To u gpyroe). Oas Toro, 4tobbl npunoxeHns OPC moran

paboTaTb no cetn ¢ DCOM, pa3spelueHns A0MKHbI ObITb YCTaHOBAEHbI TaK, YTOBbI yaaNieHHble
Nonb30BaTe/IM MOTYT 3aMycKaTb U/mam umetb goctyn K OPC cepsepam M KIMEHTam Ha MallVHe.

Hacmpolika DCOM

1. B meHto nyck BblbepuTe «BbinonHUTLY, Habepute « DCOMCnfg» n Haxkmute OK.

- Tvpe the name of a program, Folder, document, ar
2 Interret resource, and Windows will open & for you,

Qpen; I_EICOMCan L |

[ Ik H Cancel ][ Browse, .. ]

2. Haxmute Ha «Component Services» 1 packpoliTe paszen.

HaxmuTe «Computers» n packpoiiTe pasgen.

4. HaxmuTe npasyto KHOMKY Mbiwn Ha «My Computer» Ha npaBoi NaHenu u BoibepuTe
CsowcTBa.

w



iz Component Services

@ File Ackion  Mew Window Help
= B@A|XEEH 2 D5
|_] Console Roat :-Eicnmputers lub]e_l:t{s}l

= @ Camponent Services
=9 Computers

: EH: @ My Camputer
& % Event Wieser (Local)

Services (Local)

Stop M3 DTC

My Con

5 Refresh all components

View b

Properties

5. Ha Bknagke 6esonacHoctv (“COM Security”) HaxogAaTcA 4 KHONKW KOHOUTypaLuK, KoTopble
HeobXxoANMO OTPesaKTUPOBaTh.

My Computer Properties E] E|

| General | Optians | Default Propetties
| DefaultPratocol: | MSDTC | COM Security

—Access Permizsions

You may edit who iz alowed default access to applications. v'ou may
alzo =zet imitz on applications that determine their own permizsions.

Edit Default...

 Launch and Activation Permizsions

Y'ou may edit who iz allowed by default to launch applications or
activate abjects You may alzo set limits on applications that
determing their own permizzions.

Edit Liritz... Edit Default..

Q. ] I Cahcel Apply




Pe,ﬂ,aKTVIpOBaHVIe npeaenos AnAa goctyna U 3anycka

BbibepuTe Access Permissions — Edit Limits...
Bam HeobxoaMmOo OTMETUTb CTPOUKYy Remote Access as1a nonb3osatens ANONYMOUS
LOGON B 3TOM OKHe. 3To Heobxoanmo czenatb gaa pabotsl OPC Enum.

; 2
HECESS S ETITIESI0NT ﬂm
Default Securty ]
Group or user names;
Administrator [ROBER T <P Administrator]
ﬁﬁi‘«NDNYMDUS LOGOM
ﬁ Evemnone
€7 MNETWORE,
€7 SvSTEM
Add | Bemove |
Permizzions for &dministrator Al Derw
Local Access Fi
Remote Access ]
k. Cancel

BbibepuTe Launch and Activation Permissions — Edit Limits...
Heobxoanmo oTmeTuTb cTPouKy Remote Access ansa rpynnel Everyone.

MprmeyaHue: BO3MOXKHO Bbl MOCYMTAETE YTO HEPA3YMHO [aBaTb AOCTYN BCEM aBTOPU30BAHHbIM
nosnb3oBaTensam. Kak BapnaHT — cosgante rpynny “KEPServerEX Users” n nobaBbTe Kenaembix
nosib3oBaTesielt B 3Ty rpynny. B aTom cnyyae 3ameHsiiTe «Everyone» Ha “KEPServerEX Users” no
X04y AeNCTBUA 3TOM MHCTPYKUUMN.



’Luun:n EETISEI0 ﬂl

Securty Limits |

Group or uger names;

ﬁ Adminiztratar [ROEBERT _=PYYAdministrator)
ﬁ Adminiztratorz [ROBERT _#PWAdminiztrators)

ﬁ Everyone

€7 NETWORK
€7 SvSTEM
ddd.. | Bemowe |
Permizzions for Adminigtrator Allow Dery

Local Launch
Remote Launch
Local Actirvation

K& EE
o000

Femote Activation

k. Cancel

PepakTMpoBaHue Npas No YMOAYaHWUIO 41A AOCTYNa v 3anycKa
[nA Kaxk4oro nonab3oBaTens Uav rpynnbl, BOBAEYEHHbIX B coeamHeHus OPC (Hanpumep
“KEPServerEX Users”) ybegutecb uto 06a nyHkTa «Local Allow» n «Remote Allow»

OTMeYeHbI.

Mpasa goctyna ans nonb3osarens

Permizzions far Everyone Allow Dreny
Local Access ]
Remate Access Ll

MpaBa 3anycKa 1 akTMBaL MK ANA NONb30BaTens



Permizzions far Everpone Allow Dreny

Local Launch
Remaote Launch
Local Activation

K =X E
o i B e

Remate Activation

8. [epesanycTnute KOMNbIOTEP 414 BCTYMN/EHNA B CUAY U3MEHEHUI HacTpoek DCOM.

AdononHumensHo

JaHHY0 MHCTPYKLMIO MOXKHO MCnonb3oBaTh aaa scex OPC npoayktos Kepware, Hanpumep LinkMaster, U-
CON Protocol Server n iSNMP OPC Server.



Bbibop mexay gomeHom u paboueit rpynnoi ans

DCOM

XoTA 60/IbLIMHCTBO NPOEKTOB OCYLLLECTBAAETCA B AOMEHHOM CETU, BCE eLle CYLLEeCTBYIOT CeTH C

pabounmu rpynnamm nam, BO3IMOXKHO, CMeLLaHHble KOHPUrypaumu. K coxkaneHmto DCOM
OPMEHTMPOBAH Ha UCMOJIb30BaHME B JOMEHHOM cpee. YaaneHHoe NoAKAoYeHMe Npu

MCnonb3oBaHWM pabounx rpynn notpebyeT HEKOTOPbIX AOMNOAHUTENbHbIX HACTPOEK NAaPaMeTPOB

6e3onacHocTH.

[ oMeHbl MMEIOT LEeHTPaIM30BaHHbIN CNUCOK ynpasneHus goctynom (ACL). Bxog, B LoMeH

obecneuymBaer npaBa No/1b30BaTeNA, KOTOPble NPUMEHAKTCA ONA BCEX KOMMbIOTEPOB B AOMEHE.

Mpu ncnonb3oBaHum paboumx rpynn ACL noaaepkmsaetca gns Kaxkaoro MNK. 9To o3HavyaeT, uto

Bbl AO/IXKHbI CO34aTb TpebyemMoro nosib3oBaTens Ha Kaxkaom MK.

Huke nepeuncneHnbl U3BeCTHble KOHUTYpaLuW ona paboumx rpynn, a TakKe LWaru, KoTopble Bbl

AONXKHbI CAenatb, YyTO6bI NoNy4YnTb BO3MOXKHOCTb YAa/IEHHOTO NOAKNHOYEHNUA K HUM.

ModkarwvyeHue sHympu paboyeli 2pynnoi

anI 3TOM BapuaHTe NOAKNKYEHUA Bbl 40/1XKHbI CO34aTb NWOEHTUYHbIX nonb3oBaTtenemn ¢
OAMHAKOBbIMU NMPaBaMM Ha oboux KOMNbLOTEpPaAX.

MpumeyaHue: [lna 3anycka cepsepa NoTpebytoTcA NpaBa agMUHMCTpaTopa. TakKe moxeTe
3anycKaTb ero Kak cepsuc.

MoodknrouyeHue u3 paboyeli 2pynnol K 0OMeHy

Mpun 3TOM BapuaHTe NOAKAOYEHNA Bbl JO/IXKHbI CO34aTb HAa KOMMblOTEPE pabouelt rpynnbl
BCEX MN0/1b30BaTe/Iei KOTOPbIE MOTYT y4acTBOBaTb B NOAK/IOYEHUN HA LOMEHHOM
KomnbtoTepe. TaK e nosb3oBaTenb AoMKeH 061a4aTb NpaBamMm N0KabHOMO
agMunHucTpaTopa. Cepsep yA06HO 3anycKkaTb Kak ciy»oy.

ModKknrouyeHue u3 domeHa K paboyeli 2pynne

Mpun aTOM BapuaHTe NOAKAOYEHNA, HEOBXOAMMO L06aBUTb UMA NO/b30BaATENSA AOMEHA B
CMMCOK Noab3oBaTesieit KomnbloTepa paboyelt rpynnbl. Bbl Tak:Ke 40MKHbI 406aBUTb
nosb3oBaTens M3 paboyen rpynnbl, B CNUCOK JIOKa/IbHbIX NOMb30BaTeNel gomeHa. Cepsep
yO06HO 3anyckaTb KaK c/y»Kby.

[ns Toro ytobbI
YCTaHOBWTb NapameTpsl
6e3onacHocTv DCOM B
paboueli rpynne,
HeobXoAMMO YCTaHOBUTb
pexxum «UserLevel» a He
«ShareLevel». Ecau Bbl
ncnonosyete Win 95 nam
Win 98 Bam npuaerca
HacTpPOWTbL MAapameTpbl
6e3onacHoCcTU nepep,
ycTaHoBKo#M natya DCOM.
Ecnu Bbl 3TOrO He
coenaete, TO Bbl He
CMOXKeTe 3anyCcTuTb
nporpammy
DCOMConfig.exe nnm
noay4YmTe OWMBKM Npu
nonbiTKe 406aBUTb
HacTpoWKKn 6e3onacHoCcTyH.



MpunoxkeHue A: Ucnonb3oBaHue ¢panna
OPC_Remote.Reg

Modzomoeka ydaneHHO20 Komnbiomepdad

Ecnn KAMEHTCKNIN KOMNbIOTEP HE MMEET 3apernctTpmupoBaHHoin Bepcun KEPServerEX, Bbl fONXKHbI
3aperncTpMpoBaTh CEPBEP Ha 3TOM KomnbloTepe. Cneaytowme Wwarv o6 bACHAKT 3Ty NpoLeaypy.
1. Ha komnbtoTepe ¢ KEPServerEX, oTkpoiiTe KopHeBolt KaTanor cepsepa \ KEPServerEX, un
HalanTe pain c umeHem opc_remote.reg. Caenainte Konuto 3Toro ¢pana n CKONUpPYNTe ero Ha
yAaNneHHbI KomnbloTep.

2. Ha yaaneHHoM maluvHe BCTaBbTe 3TOT daiin Ha aucke C: (uam ntoboe apyroe yaobHoe mecto
Ha YKeCTKOM ZIMCKe 3TOro KOMNbIOTEPA).

3. LLLenKHMTE NpaBoM KHOMKOW MbilWK Ha 3TOT ¢paiin 1 Bbibepute M3MeHUTb B BbiNaaatoLiem
MEHI0.

']EIPE_Remnte.reg - Motepad - |EI
. Eile: |_El:|it Format  Help
REGEDITY

[HEEY _CLASSES_ROOTHAppIDS{6e6l70f0-ff2d-11d2-5087-001052a8f53407}]
A="KEPware Enhanced OPC/DDE Serwver”

[HKEY _CLASSES_ROOTWAPRIDY {66l 70f0-fT2d-11d2-8087-001052a8F8407%]
"RemoteserverMame"="KEPWARE"

[HKEY _CLASSES_ROOTNCLSIDN{6eal 70f0—fT2d-11d2-8087-00105aa8F8407%]
@="KEPware Enhanced oPC/DDE Serwver"

[HEEY _CLASSES_ROOTHWCLSIDN{6e6l70f0-ff2d-11d2-8087-001053a8f5407}]
"AappID"="{6e6l70f0-Ff2d-11d2-8087-00105aa8F84 05"

[HKEY _CLASSES_ROOTWCLSIDY{6e8l70f0-ff2d-11d2-8087-001053a8F84 0 ProgIn]
E="KEPware. KEPServerEx.v4"

[HEKEY _CLASSES_ROOTNCLSIDN {66l 70F0-FT2d-11d2-8087-001053a3F 340 \Remot eserver ]

[HKEY _CLASSES_ROOTKEPware.KEPServerEx. vd]
@="KEPware Enhanced oPC//DDE Serwver"

[HKEY _CLASSES_ROOTNKEPware. KEPServerEx. vi43CLSID]
g="{6e6l70f0-ff2d-11d2-8087-00105aa8f840}"

[HKEY_CLASSES_ROOTWKEPware.KEPServerEx. V4 \opC]

[HKEY _CLASSES_ROOTMKEPware.KEPServerEx. V4 oPChWendor]
B= "KEPware"|

1. Hangute cTpouKy "RemoteServerName"="KEPWARE". 3ameHuTe "KEPWARE" Ha nums
KOoMnbtoTepa, rae 3anyuieH cepsep KEPServerEX.

2. CoxpaHuTe U3MEHEHMUA 1 3aKPOMNTE NPOrpammy pesaKkTMpPOBaHUA.

3. [BaxAbl KAMKHUTE Ha daline opc_remote.reg U OTBETbTE YTBEPAUTE/IbHO HA BOMPOC O
[06aBNeHMM JaHHbIX B peecTp. KoHourypaumsa 3akoH4YeHa.

MpumeuaHue: BosmoxHo notpebyeTcs 06HOBUTL/yCTaHOBUTL ABa daitna: opccomn_ps.dll n
opcproxy.dll 8 nanky C:\Windows\System32. Takxe noTpebyeTcs 3aperucTpmpoBaThb ux,
BbINOAHMB KomaHAabl TMNa: «C:\WINNT\SYSTEM32\regsvr32 opccomn_ps.dll». 311 dpainsbl
MOryT 6bITb HallAeHbl Ha aAncke Kepware unu Ha caitte OPC foundation. AnbTepHaTUBHbIN
BapWaHT — yCTaHOBMTE HA 3TOM KOMMblOTepe cepsep.



MpunoxkeHue b: Hactpoitka DCOM gna gomeHoB

Win 95/98

Mpumeyanue: c sBepcum 4.200.353, KEPServerEx He noaaep»mMBaeT onepaLmoHHble CUCTEMbI
Microsoft Windows 95, Windows 98 n Windows ME.

Modzomoeka Win95/98 d0na DCOM

B Windows 95/98 no ymonyaHuio ycTaHOBAEH KOHTPO/b AocTyna «share-level». OH agonskeH

6bITb CMeHeH Ha Tun «user-level».

1. Bbibepute Myck/Hactpoiiku/MaHens ynpasaeHus.
2. OTKpOWTEe HAaCTPOMKM CETU B NAHE/IM YNPABAEHMA U 3alANTe HA BKAAAKY «KOHTPO/Ib

Aoctynan.

3. Bbibepute Tnn «User-Level Access Control» un Haxkxmute OK.

B Windows 95/98 (8 otanume ot Windows NT/2000) cepsep KEPServerEX o6sa3aTenbHO AO/MKeEH
6bITb 3aNyLLEH A0 TOTO KaK KAMEHT CMOXET NOAKAUNTLEA K Hemy B Windows 95/98.

MNepep ncnonbzosaHnem DCOM Ha Windows

YcmaHoeKa cepeepa

1. 3anyctute Nporpammy yCTaHOBKM.

Kepware Setup Utility

Select Components
Chooze the components Setup will install

Select the components pou want ta inztall, and clear the components you do not want to

install.

- Drivers
: --. Example Source Code
8 OFC Guick Client
- Specifications
: . OPC Data Access Automation S pecification
] Setect Al [Full Irstallation]

Ok
13372320 k.

Space Required on C
Space Available on C

— Description

It iz recommended that you
expand the component tree
and only zelect components
you wish toinstall. 1f pou
zelect a main component, all of
the sub-components beneath it
will be zelected automatically.
Each component has a brief
dezcription, which will be
dizplayed here.

|rstall= hield

< Back | Mewt > I

Cancel

2. CHumMTe BblaeneHuns co Bcex KommnoHeHToB Kpome «OPC Quick Client», n Haxkmute

Danee ANA NPOAOKEHUA YCTAaHOBKMU.




Kepware Setup Utility x|

Select Components “

Chooze the components Setup will install, |\h
Select the components you want to install, and clear the companents you do not want to
ingtall.
B0 KEPServerEs [ D=l
: B[] Drivers DOPC Quick Client
n:m-'- Code This OPC Quick Client has
o '-"'-"'- CAI= been developed ta azsist in
B[] Specifications the test and development of
- ~[]0PC Data Access Automation S pecification our OPC Data Access 1.0 and
-] Select A1l [Full Installation) 2.0 Servers. We recommend
that pou install it az it may aid
with technical suppart if the
need anizes.
Space Reguired on 0k
Space Available on L 13950624 k.
|mztallShield

< Back | Meut » I Cancel

YcraHoBKa nogaepku DCOM gna Win 95

1. [Ana Windows 95, Bam Heobxoanmo nonyunts ¢pannsl DCOM95.EXE 1 DCM95CFG.EXE
(ecnn y Bac ux ewe HeT). ITM daitabl MOXKHO NOAYYUTL NO agpecy:

www.microsoft.com/com/dcom/dcom95/download.asp

Takxe DCOM95.EXE aocTyneH Ha ancke Microsoft Visual Basic CD-ROM 5.0 (Enterprise,
Professional unn Standard) 8 nanke \Pro\Tools\DCOM?95

2. 3anyctute DCOM95.EXE. Mepe3anycTnte KOMNbOTEP NOC/IE OKOHYAHUA YCTAaHOBKMU.

3. 3anyctute DCM95CFG.EXE. Mepe3anyctnte KOMMNbOTEP NOCAE OKOHYAHWUA YCTAHOBKMU.

PedakmupoeaHue KoHgu2ypayuu DCOM

1. Haxkmwute lNyckK, BoinonHuTb, BBeante DCOMCNFG.EXE, u Haxkmunte OK.

Run HE

Tuype the name of a program, folder, document, or [Rternet
rezource, and Windows will open it far you,

Dpen; Idu:u:umu:nfg

[
QE. | Browsze. .. |




2. Ha ocHOBHOW BKNaZKe NPUIONKEHU UMEETCA CMUCOK NPUIOKEHWUI, MCMONb3YHOLLLMX
DCOM, a BKNagKu cBOMCTB M 6e30MacHOCTV 3aBeAytoT NapameTpamum No YMOAYaHWUIo
ANA HUX.

Distributed COM Configuration Properties

Applications | Default Properties | Default S ecurity

Applications:

Bitmap Image “
EventSystemTier?
HTHL Application
Imaging for windows 1.0
Internet Exploreier 1.0

F.EPware Enhanced OFPC/DDE ¢
ticrozaft Chat B oom

Microzoft Clip Gallery

Microzaft Metteeting Manager Object
Microzoft WwWiord B asic

Microsaft YWiord Docurment

MNpumeyaHune: He 3abbiBaiTe HaxkMmaTb «[TpMMEHUTLY BO BpeMsa KOHUrypaumm ana
NPUMEHEHUS U3MEHEHWA.

3. Hasknaake CBOWCTB NO YMO4aHMIO HeobxoaMMmo BKAOUMTL “Enable Distributed COM
on this computer”. Takxe ybeautecb 4to napametp “Default Authentication level:”
ycTaHoBsieH B “Connect,” n “Default Impersonation Level:” yctaHoBneH B “Identify”.
Hasxkmute «MpUMeHNUTb» 1A COXPaHEHWUA USMEHEHUA.

Distributed COM Configuration Properties

&pplications  Default Properties | Default 5ecurity I

¥ Enable Diskibuted COM on this computer:

r— Default Distributed COM communication properties

The Authentication Level specifies security at the packet level.

Default Authentication Lewvel:

Connect j

The Imperzonation Level specifies whether applications can
determing who iz calling them, and whether the application can do
operations using the client's identity.

Default Impersonation Level:

| Identity =l

[~ Provide additional security for reference tracking

oK I Cancel Ay

4. BblbepuTe BKNaAKy 6€30NacHOCTN M OTMETbTE NYHKT “Enable remote connection”, 3aTem
HaxkmuTte KHONKy Edit Default ona npocmoTpa npas.



Distributed COM Configuration Properties

5. [Oob6asbTe rpynny “The World” ¢ npaBamu “Grant Access” B cnncoK. Haxkmute OK. Ecau Bbl
nnaHupyeTe NogKAoYaThea K cepsepy ¢ Win NT/2000, 3anyLieHHOMY Kak cepBuc, Bbl
OO/BKHbI TakKe f06aBUTb “System” ¢ NnpaBamu “Grant Access”.

Access Permizsions

The “world Grant Access

6. Haxkmute MNprUMeHNUTb, BbibepuTe BKNALKY NPUNOKEHWUA. [BaxKAbl KAMKHWUTE HA
“KEPware Enhanced OPC/DDE Server”. OTKpotoTCA cneundmryHble HAaCTPOMKU.



Distributed COM Configuration Properties

Application: | Default Properties | Default § ecurity

Applications:

Bitrmap Image .
EventSystemTier?

HTHL Application

Imaging for windows 1.0

|nternet Ewplorerfyer 1.0

K.EPware Enhanced OPC/DDE Server

icrozaft Chat B oom

ticrozaft Clip Gallery

Microzoft Mettdeeting Manager Object
Microzoft \Word B asic

icrozoft YWord Docurment

7. BbibepuTe BKNaaKy «Location».

KEPware Enhanced OPC/DDE Server Properties EE3

{ Lu:u:atiu:unl Seu:urit_l,ll

— Eeneral properties of thiz DCOKM application

Application name: K.EPware Enhanced OFC/DDE Server

Application type: lozal zerver

Local path:
[:AKEPSERYEREXA\SERWER MAIMN.EXE -opcrun

8. 06blYHO yaaneHHble NOAKAOYEHUA [OCTYMHbI MO UMEHU KOMMbOTEPaA B AMA/IOTOBOM
OKHe MoAKNYeHUs K cepBepy. 1A NpUNOXKEHUIN, KOTOpble He NO3BOAIOT Takoe
coeanHeHue, Bbibepute "Run application on the following computer". 3atem BbibepuTe
YOANeHHbIN KOMMNbIOTEP Ha KOTOPOM YCTaHOBAEHO npuaoxeHne KEPServerEX n
HaxkmuTe MNpumeHunTb. B gaHHOM npumepe KomnbtoTep HOcUT umAa REMOTE_NT. nA
NIOKaNbHbIX coeguHeHnit octasbTe “Run application on the computer where the data is
located” oTmeyeHHbIM.

BHMMaHMe: B 3TOM OKHe AonycKaeTcs oTMETUTb bosiee o4HOro YekboKca. ITo NpUBEAET K
owmnbke. Yoeantecb YTo Bbl OTMETU/IM TOJIbKO OANH YEKBOKC.

9. Bbibepute BKnaaky 6esonacHocTu K ybeanteck uto BbibpaHa onuusa «Default access
permissions». Haxmute «MpumeHnTb».




KEPware Enhanced OPC/DDE Server Properties

10. Haxkmute OK BO BCeX OTKPbLITbIX OKHAxX HacTpoek DCOM

11. MNepe3sanycTute KOMNblOTEP

Tenepb Bbl J0/KHbI UMETb BO3MOXHOCTb NOAK/IOUEHUSA K CEpPBEPY € YAANEHHOrO KOMMbloTepa.
Ecau Bbl yctaHosuam OPC Quick Client, nonpobyiite nponssectn noaxkao4eHue.



